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D-Wave's 5,000-qubit quantum
computing platform handles 1 million
variables

Emil Protalinski @EPro September 29, 2020 7:45 AM Dev

sbejuenp@

Scaling IBM Quantum technology
18M Q System One (Releases 1n dewvelopment Next family of IBM Quantum systems

2019 2020 2021 2022 2023 and beyond

27 qubits 65 qubits 127 qubits 433 qubits 1,121 qubits Path to 1 million qubits

and beyond

<>ﬁ

Schrodinger’s cheetah

Proof emerges that a quantum computer
can outperform a classical one

A leaked paper has given the game away

K Print edition | Science and technology > o o @ e
Sep 26th 2019

I N AN ARTICLE published in 2012 John Preskill, a theoretical physicist,
posed a question: “Is controlling large-scale quantum systems merely
really, really hard, or is it ridiculously hard?” Seven years later the answer

is in: it is merely really, really hard. P
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) Basic quantum principles

Superposition Entanglement

e

State of particle: State of particle:
‘O (up) OF 1 (downy ‘0 (up) and 1 (down)’
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) Principles of modern computers described by Turing

) Many computationally complex problems are solvable with a computer

) Classical computers:
Specific combinations of classical gates that manipulate classical bits

) e
. B

(o=

] a = (BsD) 4 (B+C+D) +(A+B+C ) + (AC+D)
m innovation
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) Based on ideas of Feynman

) Can (theoretically) solve all problems classical computers can and more

) Quantum computers:
Specific combinations of quantum gates that manipulate quantum bits

m innovation
- - for life



) Two breakthrough algorithms

:

Grover diffusion operator

~

o) (e e {200 @1 - fHEen ) A

—

"

0y | H *
0y M H '

0y qH T

1} a2 HUa? a2t

B

Repeat O(v/N) times

4099 qubits
Weakend:

to break RSA-
2048
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) First, how to break encryption

) Then, how to still keep our data safe
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) First, how to break encryption

) Then, how to still keep our data safe
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) First, how to break encryption

) Then, how to still keep our data safe

m innovation
for life



91=7%13

15226050279225333605356183781326374297180681149613..
..80688657908494580122963258952897654000350692006139 =7

37975227936943673922808872755445627854565536638199
* 40094690950920881030683735292761468389214899724061

) Takes classical computer few days

) Takes quantum computer few minutes

) For encryption, ~20 times longer integers are used



Solve this with a quantum computer

) Find repetition the function g* = 1 mod N

Exponentiation (g=2) Modular exponentiation (N=247, g=2)
1200 ¢ . . N . . .
1000 - y 200
800 —
5 150}
%5 600 - g
‘ %100
400 - 2
200 - ) S0r
0 . " N ° hd | | j 0 o | £ L« & o 1 o
0 2 4 6 8 10 0 50 100 150 200
X X
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) Solve this with a quantum computer

) Find repetition the function g* = 1 mod N

1200, Exponentiation (g=2) Modular exponentiation (N=3127, g=65)
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) Classically we have to compute every point separately

) Quantum computers compute them all at once
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No!

) Some protocols are broken and
need to be replaced

) Other require different protocol
parameters

) ls encryption now deemed useless?

EXPERT OPINIONS ON THE
LIKELIHOOD OF A
SIGNIFICANT QUANTUM

THREAT TO PUBLIC-KEY
CYBERSECURITY
AS FUNCTION OF TIME

5 YEARS

10 YEARS

15 YEARS

20 YEARS

30 YEARS

<1%

5

<5% < 30%

8

Numbers reflect how many experts (out of 22) assigned a certain probability range.

m>95% m>99%

|~ 50%

m>70%
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) Trusted courier
) Use quantum technology for encryption
) Use classical encryption that remains safe
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) Use quantum mechanical particles to exchange inherent security
) Exchanged key can be used in other classical protocols

Alice @

Bob
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» Use classical encryption that remains safe

) For some classical protocols no efficient quantum algorithm is known
) Computational heavy

e _._,.-"
.---\\x
Key (-pair): i=0 1 2 et tea ety
o o
Root -
. Authentication Path
&
‘ Active Key I'__
rd
=
—_— . ™

Hash-based Supersingular Isogenies TNO oetion
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https://www.technologyreview.com,/s/612342/us-unhackable-quantum-networks/
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Het quantuminternet komt eraan

Natuurkunde In Delft wordt het eerste quantumnetwerk ooit gemaakt; het moet straks de
stad verbinden met Leiden, Den Haag en Amsterdam.

Connectivity

The US is finally getting
a hacker-proof quantum
network that people can
use

The fiber-optic cables carrying data across the internet are
vulnerable. Two US initiatives aim to fix that by creating super-
secure quantum transmissions.

by Martin Giles  October 25,2018

few years ago, Edward Snowden, a contractor working for the
- US National Security Agency, leaked documents that showed

the ways in which intelligence agencies were spying on our
data. One of the most striking revelations was that spies had tapped into

fiber-optic cables to monitor the vast amounts of information flowing

through them.
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Schrédinger’s cheetah

Proof emerges that a quantum computer
can outperform a classical one

Future-proofing the internet

Quantum computers will break the
encryption that protects the internet

A leaked paper has given the game away

Fixing things will be tricky

0 Print edition | Science and technology > '
Sep 26th 2019 ‘
-

I N AN ARTICLE published in 2012 John Pres!

posed a question: “Is controlling 1arge-SCa.c | uwrriuss oy siis sacsvsy

really, really hard, or is it ridiculously hard?” Seven years later the answer HERe e e oo ridechobRg o o @ e

oL Oct 20th 2018
is in: it is merely really, really hard. PN
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Thank you for your attention
Niels Neumann

Quantum scientist
hiels.neumann@tno.nl

m innovation
for life



